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MWHUCTEPCTBO OEPA30BAHUSA U HAYKA POCCUNCKOW ®EQEPALINK

OENAPTAMEHT rOCYOAPCTBEHHOW NONMUTUKU B COEPE
OBLLEIN0 OBPA3OBAHUA

NMUCbMO
oT 14 masn 2018 r. N 08-1184

O HANPABJIEHUX UHOOPMALIUU

[denapTtameHT rocygapCTBeHHOW nonuTMkM B cdepe obwero obpasoBaHus MwuHoBpHaykm Poccun
HanpaBnseT Ons cBedeHuss paspaboTaHHble BpemeHHon komuccuen Coseta ®Pepepauum no  pasBUTUIO
NMH(OPMALIMOHHOIO obLecTBa MeToAMYEecKMe peKoMeHZauun O pasMeLleHMM Ha WHOPMAaUMOHHBIX CTeHAax,
odmumanbHbIX MHTEPHET-caiTax U OPYrMx MHOpPMaLMOHHBIX pecypcax oblieobpa3oBaTenbHbIX OpraHvM3auni u
OpraHoB, OCYLLECTBNALWMX ynpaeneHne B cdepe obpasoBaHus, MHpopmauun o 6e3onacHOM MOBEAEHUN W
ncnonb3oBaHun cetn "HTtepHeT".

OuvpexTop [enapTtameHTa
A.E.NETPOB

MpunoxeHue

METOAWYECKUE PEKOMEHOALIUA
O PASMELLEHUU HA UH®OPMALIMOHHbIX CTEHAAX, OPULNANbBHDbIX
WHTEPHET-CAUTAX U APYTUX UH®OPMALIMOHHbLIX PECYPCAX
OBLUEOBPA30BATEJIbHbIX OPFTAHU3ALIMA U OPTAHOB, OCYLLECTBNAIOLLMX
YNPABNEHUE B COEPE OGPA30BAHUA, UHOOPMALIUX O BE3OMACHOM
NOBEAEHWUU N UCNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptamn n udneHamn BpemenHon komuccum CoseTa Pepepauumn no pasBuTUO MHEGOPMAaLMOHHOIO
obLecTBa B paMKax BbIMONHEHWNS pekOMeHAaL M napnaMeHTCK1X cnywaHuin "AkTyanbHble Bonpockl obecneveHus
6e3onacHOCTV 1 pa3BUTUSA AeTen B MHPOPMaLMOHHOM NpocTpaHcTBe", koTopble npownu B Cosete ®egepauun 17
anpena 2017 r., 6binn paspaboTaHbl MeTOAMYECKME peKOMeHAauuMu O pasMelleHMnM Ha WHEGOPMAaLMOHHbIX
CTeHAax, oduuManbHbIX WHTEPHeT-calTax W [APYrux WHMOPMAaUMOHHLIX pecypcax obleobpasoBaTenbHbIX
opraHm3aumi 1 opraHoB, OCYLLECTBRSKOLWMX yrnpaBneHve B cdepe obpasosaHus, MHdopmauum o HGesonacHom
nosedeHnun 1 ncnonb3oBaHun cetn "MHTepHeT" (ganee - metoamMyeckne pekomeHaauum).

MeToanyeckune pekomeHZauum HanpasfeHbl Ha Ka4yeCTBEHHOE MOBbILEHUE YPOBHSA WMHAOPMALMOHHON
aeaTenbHocTn obweobpa3oBaTernbHbIX OpPraHM3auuin M OpraHoB, OCYLLECTBMAOLWMX yrpaBneHne B cdepe
obpa3oBaHMsi, B 4YacTu MHOPMUPOBAHMS YyyalUMXCs, WX poauTenen (3aKkoHHbIX npeacTaBUTENen) U
negarornyecknx paboTHMKOB 00 OCHOBHbIX acnekTax MHPOopMaLMoHHOM 6e30nacHOCTU.

MeToanyeckne pekoMeHZaumm  No3BonAT  obuwieoOpasoBaTernbHbIM  OpraHus3aumMsiMm U opraHam,
OCYLLECTBMAIOLWMM ynpaerneHne B cdepe 0Opas3oBaHus, akTyanManmpoBaTb yXKe UCMOSb3yeMble U pa3MeLleHHble
WH(POPMaLIMOHHbLIE MaTepuarbl, Tak U MOArOTOBUTb WX B Cnyvyae UX OTCYTCTBUS C Y4ETOM IyylUUX MPaKTUK U
pekomeHaaunin.

B pamkax meToau4eckmMx pekoMmeHaaLmmn paccMaTpmuBaloTCs creayolwme MHCTPYMEHTbI:

1. MHbOPMALUNOHHBIE CTEHADI;

2. ohmumanbHble UHTEPHET-PECypChl;

3. cpeAcTBa MaccoBoy MHopMaL MK (LUKOMbHbIE ra3eThl, Negarormyeckue U3gaHust u gpyrue).

MHdopmaumnoHHbIe cTeHAbI

KoHcynbTtaHTllntoc
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Ha wuHdopmauunoHHblx cTeHgax B 06uieobpasoBaTenbHbIX OpraHu3auusax, pacrofoXeHHbIX B done
yupexaeHun m B kabuHeTax, OCHaLLEeHHbIX MepPCOHanbHbIMW YCTPOMCTBAMM ANS Bbixoda B ceTb "VHTepHeT",
pekoMeHayeTCa pasMecTUTb WH(OPMAaLMOHHbIE MaMATKW, coAepKallme OCHOBHble COBETbl MO obecneyeHuto
NHGOPMALIMOHHON 6e30MacHOCTH yYaLLMXCS.

B npunoxeHun N 1 Kk MeToan4YeckuM pekoMeHaaumsiM npeacrasrneH obpasel, NamMsaTkvM Ans pasMeLLeHns Ha
NH(OPMALIMOHHBIX CTEHAAX.

CpepcTtBa MaccoBou MHdopmaLmm

B cpenctBax mMaccoBov MHGOpMaUMW, OPUEHTMPOBAHHBIX Ha OOy4YaloLMXCsl, PEKOMEHAYETCA B TeyeHue
y4yebHOoro roga perynsipHo nybnvkoBaTb MHGOPMALMOHHbIE MaTepuarbl, NOCBSLEHHbIE OTAENbHbIM acrnekTam
MHpopMaunoHHON 6e30MacHOCTH, a TaKkkKe pasnnyHble NaMsaTKn obLLero xapakrepa.

B cpeactBax wmaccoBor MHGOPMAaLMM, OPUEHTUPOBAHHbIX Ha Mefdarormyeckyto  obLLEeCTBEHHOCTb,
peKkoMeHOyeTCsi B TEYeHWe KaneHgapHoro roga perynapHo nybnukoBaTb WHGOPMALMOHHbIE MaTepuansl,
MOCBSILLEHHbIE OTAENbHbIM acnektaM WH(OPMaUMOHHOM ©e30MacHOCTU KakK HECOBEPLUEHHONMETHUX, Tak U
obuleobpa3oBaTenbHbIX OpraHuM3auui, a Takke pas3fuyHble naMaTkM, o0030pbl  HOpMaTUBHO-MPaABOBOrO
perynMpoBaHust AaHHoW cdepbl U MHAOPMaLMIO O akTyarbHbIX MEPONPUATUAX U CODBITUSX B JaHHOW cdhepe.

B xope npoBegenuns EamHoro ypoka no 6esonacHoctn B cetu "MIHTepHeT" pekomeHayeTcsi obecneuntb
BbIMYCK TEMaTMYEeCKOro BbIMyCcka cpeAcTBa MaccoBon WHdopmauum nubo cepum nybruvkauum, cpegu KOTopbIX
paccMOTPETb OpPraHM30BaHHbIE MEPONPUATUS ANA oby4aloWmXcs, UX poauTenen (3akoHHbIX NpeacTaBUTENENn) u
negarornyeckon obLLEeCcTBEHHOCTN.

OdwmumanbHble UHTEpHET-pecypchbl

O6uweobpasoBaTefibHbIM OpraHM3aUusM pPeKoMeHAyeTcs Ha CBOMX oduuManbHbiX MHTepHeT-pecypcax
obecneunTb (YHKLMOHMPOBAHWE CaMOCTOSITENBHOrO U CcneuuanusnMpoBaHHoro pasgena "MHdgopmauuoHHas
GesonacHoCTb", B paMKax KOTOporo NnpeaycMoTpeTb pasMeLLleHe crieaytoLlein MHgopMaumu:

N Paspgen/nogpaspgen | ®opmat npeacraBneHus CopgepxaHvue maTepuarnos
maTtepuanos
1. |JlokanbHble Konunn gokymeHTOB B PasmeLluaiotcs Konum JOKYMEHTOB, T.e.

HOpMaTuBHbIE akTbl B | popmaTe *PDF CKaHUPOBAaHHbIN BapuaHT JOKYMEHTa,
chepe obecneyeHus COOTBETCTBYOLWUA TpeboBaHNAM K
NHPOpPMaLIMOHHON napamMmeTpam CKaHMpOBaHUS.
©e3onacHocTn PasmeLluaoTcs AOKYMEHTHI,
obyyatomxcs pernaMeHTpyloLmne opraHmsaumio u

paboTy C NnepcoHanbHbIMU AaHHBIMY,
nnaHbl MeponpuaTUiA No obecneyveHnto
MHpopMaLMOHHO Ge3onacHOCTU
oby4varowmxcs n gpyrue.

2. |HopwmatusHoe Konunn goKymMeHTOB B [My6nukytoTCSa akTyarnbHble CBEAEHUS O
perynuposaHue ¢dopmate *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHaXx,
nMcbMax opraHoB BnacTu u apyrue
HOPMAaTUBHO-MPAaBOBbIE JOKYMEHTHI,
pernaMmeHTupyoLmne obecneveHve
MHopMaLMOHHO Ge3onacHOCTU
HecoBepLueHHoneTHuX. [lonyckaeTtca
BMECTO KONUW pa3meLlaTb rMnepcehbinikni Ha
COOTBETCTBYIOLLNE AOKYMEHThI Ha canTax
OpraHoB rocyjapCTBeHHOM BnacTu.
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3. |MNeparornyecknm TekcT Ha cTpaHuue PasmeLlatotca metoamyeckme
paboTHMKam caunTa peKoMeHJaLmMmM 1 yKa3biBaeTcs
Konunn gokymeHTOB B MHOpMaLINGA O MEpPONPUATUSIX, MPOEKTax
dopmaTte *PDF M NnporpaMmmax, HanpasneHHbIX Ha

NoBbILLEHNE NH(POPMALIMOHHON
rPamMoTHOCTY nefarornyeckmx paboTHUKOB.

4. | Obyyatowmmcs TekcT Ha cTpaHuue PasmellaeTca nHdopmauMoHHas namsitka
canTta (npunoxeHue N 2) u ykasbiBaeTcst
MHOpMaLNS O MEPONPUATUSIX, MPOEKTaX
1 nporpaMmmax, HanpasfieHHbIX Ha
NoBbILLEHNE NH(POPMALIMOHHON
rPamMoTHOCTU ODy4atoLLUXCS.

5. |Poautensam (3akoHHbIM | TEKCT Ha cTpaHuue Pa3smellaetcsa nHopmaumoHHas namsaTka
npeacraBuTensam) canTta (npunoxexne N 3).
obyvatowmxcs

6. |[etckne 6esonacHble | TeKCT Ha CcTpaHuue Pasmellaetca nHdopmaums o
canThbl caunTa peKkoMeHOyeMbIX K MCMONb30BaHWIO B

y4yebHOM npouecce 6e3onacHbix canTax,
GaHHepbl 6e3onacHbIX AETCKMX CalToB.

OpraHam, ocyLlecTBnALLMM yrpaBneHne B cpepe obpasoBaHUs, peKoMeHayeTCst Ha CBOUX odmumanbHbIX
MHTepHeT-pecypcax obecneuntb (PyHKLUMOHMPOBAHME CaMOCTOSATENBHOMO U Cheuuann3MpoBaHHOIO pasgena
"MndopmMaumoHHas 6e3onacHOCTL", B paMKax KOTOPOro npegycMoTpeTb pa3MelleHme crieaytoLlen nHdopmaumm:

Mpunoxexne N 1

NAMATKA )
ANS OBYHAIOLLMXCS OB MHOGOPMALIMOHHOWN BE3OMACHOCTU IETEM

HENb34

1. Bcem nogpsa coobuiate CBOK YaCTHYK MHGOPMaLMio (HacToswue ums, hammnuio, TenedoH, agpec,
HOMep LLKONbI, a Takke doTorpacdun cBon, CBOEN CEMbU U ApY3en);

2. OTkpbIBaTb BMNOXEHHbIE halnbl 3NEKTPOHHOW NOYTbI, KOrAa He 3HaeLlb OTNPaBUTENS;

3. [pybuTh, NpuamMpaThCs, OkasbiBaTb AABMEHUE - BECTU Cebsl HEBEXITMBO U arpecCuBHO;

4. He pacnopsikaincst AeHbrammu TBOern ceMbm 6e3 paspeLleHns cTapLumnx - BCerga cnpailveanm poanTenen;

5. He BcTpeuvaiica ¢ MHTepHET-3HAKOMbIMU B pearbHOWM XU3HW - MOCOBETYNUCH CO B3POC/bIM, KOTOPOMY
foBepsellb.

OCTOPOXHO
1. He Bce nuwyT npaBay. Yutaewb o cebe Henpaeay B VIHTepHeTe - cooOwm 06 3TOM CBOMM poauTeEnsm
Unu onekyHaw;

2. MpurnawatoT nepenuckbiBaTbCs, Urpatb, 0OMEHNBATLCS - MPOBEPbL, HET NN NOABOXA;
3. HezakoHHOe konupoBaHue arinos B IHTepHeTe - BOPOBCTBO;

4. Bcerga pacckasbiBa B3pocrbiM 0 NpobrieMax B CETU - OHWU BCeraa NoMoryT;
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5. Ncnonb3yit HacTporikn 6e30nacHOCTM U NPUBATHOCTU, YTOBLI HE MOTEPATH CBOU aKKayHTbl B COLICETSIX U
Apyrux nopranax.

MOXHO
1. YBaxawn gpyrux nonb3oBaTenem;

2. Monb3yewbca MHTEPHET-UCTOYHUKOM - Aenan CCbISIKy Ha Hero;
3. OTKpbIBaN TONbKO T€ CChISIKW, B KOTOPLIX YBEPEH;
4. O6LiaTbCs 3a MOMOLLbIO B3POCHbIM - POAMTENU, ONEKYHbl U aAMUHUCTPaLUSA CanToB Bcerga nomoryT;

5. Mponan obyveHune Ha cante "CeTeBMYOK" 1 NONy4n NacnopT umMdpoBoro rpaxgaHnHa!

Mpunoxexune N 2

NHO®OPMALIMOHHAA MAMATKA
Anda OBYYAKOLWMXCA Ansd PASMELLEHUA
HA O®ULNATIbHbIX UHTEPHET-PECYPCAX

C KkaxgblM rogoM MOOAEXN B WHTEPHETE CTaHOBUTbLCA Oonblue, a WKOMbHUKA OOHU M3 CaMbIX aKTUBHbIX
nosnb3oBartenen PyHeTa. Me>+<,u,y T€M, MOMMMO OFpPOMHOIO KoJIn4ecTBa BO3MOXHOCTEN, WHTEPHET HEeceT U
I'Ip06J'IeMbI. OTa namsaTka gormkHa nomoyb Tebe 6e3onacHo HaXOANUTLCSA B CETU.

KomnbloTepHbie BUMpYChI

KoMnbloTepHbIN BUPYC - 3TO Pa3HOBWAHOCTb KOMMbIOTEPHBIX MPOrpamMm, OTINYMTENbHOW OCODBEHHOCTbLIO
KOTOpOW SBnseTcA CNocoBHOCTb K pa3MHOXeHWo. B gononHeHwe K 3TOMy, BUpPYCbl MOryT MOBpeAvTb WM
MONHOCTBIO YHWYTOXWUTb BCe pavinbl M AaHHble, MOAKOHTPOSIbHbIE MOMb30BaTENt0, OT MMEHW KoToporo Obina
3anyLeHa 3apaxeHHas rnporpaMmmMa, a Takke NoBpeanTb UNKn Jaxe YHUYTOXUTbL OnepaLmoHHY0 CUCTEMY CO BCEMU
avinamu B uenoM. B 6onblunHCTBE CryYyaeB pacnpoCTPaHSOTCH BUPYChl Yepe3 UHTEPHET.

MeToab! 3aLnThl OT BPEAOHOCHbIX MPOrpaMm:

1. VlCFIOJ'Ib3yIZ COBpeEMEHHbIEe oOnepaunoHHble CUCTeMbl, UMerolne cepbesan?l ypoB€Hb 3alinTbl OT
BPE€OOHOCHbIX NMporpamMm;

2. TocTosHHO ycTaHaBnmBan navty (undpoBble 3annaTky, KOTOpble aBTOMATUYECKU YCTaHaBMMBAlOTCH C
uenbo gopaboTku nporpaMmmbl) U gpyrne oGHOBMNEHWsSI CBOEN OnepauuoHHON cucTembl. CkaumMBam MX TONbKO C
odhmumansHoro cavta paspabotyunka OC. Ecnv cylecTByeT pexXuMm aBTOMaTU4eckoro oGHOBINEHMS, BKIIOYMN €r0;

3. Pabotaii Ha cBOEM KOMMbIOTEPE Mof NpaBamu Nonb3oBaTens, a He agMUHUCTpaTopa. ATO He NO3BONUT
GONbLUNMHCTBY BPEAOHOCHbBIX NPOrpaMM UHCTaNIMpPoBaTbCsA HA TBOEM NEPCOHANbHOM KOMMbIOTEPE;

4. Vcnonb3yn aHTUBUPYCHblE MporpaMMHble MNPOAYKTbl WU3BECTHLIX NPOU3BOAMTENEN, C aBTOMaTUYECKUM
ob6HoBNeHnem 6as;

5. OrpaHnyb M3nNYecKnin 4OCTYN K KOMMNbIOTEPY A5l MOCTOPOHHUX JULL;

6. Vicnonb3yn BHelHWe HocuTenu nHdopmMaLmm, Takue Kak dneLuka, AUCcK unu gann n3 nHTepHeTa, TombKo
N3 NPOBEPEHHbLIX UCTOYHMKOB;

7. He oTkpblBa KOMMbIOTEPHblE alnbl, NOMyYeHHble W3 HeHaOeXHbIX UCTOoYHMKoB. [axe Te dhannsl,
KOTOpble Mpucran TBOW 3HaKOMbIN. Jlyylle yToYHU y Hero, oTnpasnsn nn oH Tebe mx.
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Cetn WI-FI

Wi-Fi - aTo He BMAO nepedayn OaHHbIX, HE TEXHOMOrMs, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy
HuaepnaHackasa komnaHusa 3apernctpupoBana 6peHg "WECA", uto oGosHadano crnoBocodveTaHue "Wireless
Fidelity", koTopbIn nepeBogmnTCca Kak "6ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu powna gpyrasa abbpesuaTypa, KOTOpas SABMSETCS TaKOW Xe TexHomnorven. 310
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe Obio AaHO C HAMEKOM Ha CTaHAapPT BbICLUEN 3BYKOBOW TexHUKkM Hi-Fi, yto
B NepeBode 03Ha4vaeT "BblCOKasi TOMHOCTbL".

Ha, GecnnaTHbli MHTEPHET-AOCTYN B Kadye, OTENsX M aspornopTax SABNSAETCA OTIMYHOM BO3MOXHOCTBIO
BbIXOAa B UHTEPHET. Ho MHOrne akcnepTbl cuntatoT, 4To obwenoctynHble Wi-Fi ceTu He aBnsatoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHoCTH paboTbl B 06wWenocTynHbix cetax Wi-fi:

1. He nepepaBai cBOW nU4YHYO WHopmaumio 4epesd obuenocTtynHble Wi-Fi cetn. Pabotas B Hux,
XenatenbHO He BBOAMTb Maponuv A4OCTyna, fOrMHbl U Kakue-To HOMepa;

2. cnonb3yi n 06HOBNSANM aHTUBUPYCHbIE MporpaMmbl U bBpaHamayep. Tem cambim Tbl 06e3onacub cebs ot
3aKauky BMpyca Ha TBOe YCTPONCTBO;

3. Mpwu ncnonesoBaHum Wi-Fi oTkntoum doyHkumo "O6Lmin goctyn Kk dpannam m npuHtepam”. [laHHas pyHKUmS
3aKpbiTa MO YMONYaHWIO, OLHAKO HEKOTOpble MONb30BaTENM aKkTUBMPYIOT ee Ans ygobCTBa MCNONb30BaHWUS B
paboTte nnn yyebe;

4. He ncnonb3yn nyonuyHbin WI-FI gng nepegaym nuyHbIX AaHHbIX, HANpumMep Ans BbiXoga B coumanbHble
CeTV UNW B 3NIEKTPOHHYIO MOYTY;

5. Vicnonb3yi Tonbko 3awueHHoe coeauHeHue vepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHom TenedoHe oTkmoum dyHkuuio "TogkntodeHne k Wi-Fi aBTomatudeckun”. He pgonyckan
aBTOMaTU4YeCKOro NoAknioveHust yctponcTea k cetam Wi-Fi 6e3 1Boero cornacusi.

CouuanbHble ceTu

CoumarnbHble ceTu akTUBHO BXOOAT B Halwly XW3Hb, MHOrne noogun pa60Ta+0T N XMBYT TaM MOCTOAHHO, a B
Facebook yXe 3apermctpupoBaH mMunnmapn 4esrioBek, YTo ABJIAETCA OAHOW CceObMOM BCEX XUTenen NnaHeThbl.
MHorne nonb3oBaTenu He MOHUMAIOT, YTO I/IHCbOpMaLI,VIﬂ, pa3melleHHaa MMM B coumnalibHbIX CeTAX, MOXeT ObITb
HangeHa 1 Ncnosib3oBaHa Kem yrogHo, B TOM 4ucre He obsi3aTenbHO ¢ Gnarnmm HaMepeHnamMun.

OcHoBHble coBeTbl N0 6e30nacHOCTN B coLUuanbHbIX CETAX:
1. OrpaHuyb cnucok apysen. Y 1edsi B Opy3bsiX HE AOIMKHO ObITb CryYalHbIX M HE3HAKOMBbIX NI0OEN;

2. 3awumilan cBOK YacTHYH Xu3Hb. He ykasbiBanm naponu, TenedoHbl, agpeca, AaTy TBOEro poXxaeHus u
OPYry0 NNYHYI0 MHAOPMaLN0. 3MOYMbILSIEHHMKU MOTYT UCMONb30BaTh AaXe MHGOPMAaLUIO O TOM, Kak Tbl U TBOU
poauTenu nNnaHMpyeTe NPOBECTU KaHWUKYIbI;

3. 3awmiian cBot penyTaumio - JepXu ee B YACTOTE M 3adaBan cebe Bonpoc: xoten Obl Thbl, YTOOLI Apyrve
nonb3oBaTenu BUAENM, YTO Thl 3arpykaelub? [Nogyman, npexae 4em 4To-To onybnmKoBaTh, HanucaTb U 3arpy3nTb;

4. Ecnu Tbl roBOpULLb C NoAbMW, KOTOPbLIX HE 3HaELLb, HE UCMOMb3YI CBOE pearnbHOE UMS U APYrYH NUYHYIO
NHdOpMaLMK: UMSI, MECTO XUTENbCTBA, MECTO Y4ebbl 1 Npoyee;

5. N3beran pasmelleHus dotorpacduii B UHTEpHeTe, rae Tbl M306paXkeH Ha MeCTHOCTU, MO KOTOPOW MOXHO
onpenenuTb TBOE MECTOMNOSIOXEHUE;

6. Mpwv peructpauun B coumanbHol ceTn HeobXxoanMOo MCMONb30BaThb CIIOXHbIE Naponu, cocToswue u3 Byks
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1 UUGP U C KONUYECTBOM 3HAKOB He MeHee 8;

7. Anga coumanbHOM ceTu, NOYTbl U APYrMX CanToB HEOBXOAMMO MCMONb30BaTh pasHble naponu. Torga ecnu
Tebs B3NOMaloT, TO 3MI0YMbILLIIEHHUKM MofyYaT JOCTYN TONbKO K OOQHOMY MECTY, a He BO BCe cpaay.

OneKTpPOHHbIEe AeHbIN

aﬂeKTpOHHble AOEHbIN - 3TO OYEHb y,EI,O6HbIl7I crnocob nnartexen, ogHako CylweCTBYOT MOLUEHHUKN, KOTOpbIe
XOTAT NOJTY4UTb 3TN OAEHbIU.

SﬂeKTpOHHbIe OeHbrn noaBuinCcb coecemMm HegaBHO U UMEHHO K3-3a 3TOro0 BO MHOIMMX rocygapcrteax Ao Cux
nop He NponncaHo NpPo HUX B 3aKOHax.

B Poccum ke OHU (PYHKUMOHUPYIOT M O HUX YKe MPOMMUCaHO B 3aKOHe, rae UX pasfensitoT Ha HEeCKONbKO
BMOOB - @aHOHUMHbIE WU HE aHOHWMHble. PasHuWLa B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOpbIX paspeluaeTcs
npoBoAUTbL onepauun 6e3 naeHTUMKauumM Nonb3oBaTensl, a B HEaHOHUMHbIX MaeHTUdUKaUUa nonb3oBaTens
ABnsieTcs 0b6A3aTeNnbHOMN.

Takke cnegyeT pasnuyaTb 9MEKTPOHHble pmaTHble AeHbrM (paBHbl rOCY4ApCTBEHHbIM BanTaMm) W
3MNEKTPOHHbIE HedmaTHbIE AeHbIM (HE paBHbl rOCYAapPCTBEHHBIM BanoTam).

OcHoBHble coBeTbl N0 6e3onacHor paboTe ¢ 3NEeKTPOHHbIMU AeHbramu:

1. MpuBSHXM K cHETY MOBUNBHLIN TenedoH. ATo cambli yaoOHbI 1 BbICTPbIA cNocob BOCCTAHOBUTL AOCTYN K
cyety. NpuBaA3aHHbIN TenedoH NOMOXET, ecnu 3abydellb CBOW MnaTeXHbIM Napornb UNn 3angellb Ha CauT C
HEe3HaKoMOro yCTPOMNCTBa;

2. VlCFIOJ'Ib3y17I OQHOpa3oBblie Maposin. Mocne nepexoga Ha yCUINEeHHyK aBTOpu3auunto Tebe yxXe He 6y,c|,eT
YrpoXxatb ONMacHOCTb KpaXXu Ui nepexsarta nriaTexHoro napons;

3. Bbibepu crnoxHbin naponb. [NpectynHukam GygeT He MPOCTO yragaTb CNOXHbLIM Maponb. HagexHble
naponu - 3To Naponun, KOTopble CoAepXaT He MeHee 8 3HaKOB M BKIKOYAOT B ce65 CTPOUHbIE M MPONUCHbIE BYKBHI,
LUMdpLl U HECKONBbKO CMMBOMOB, Takue Kak 3HaK donnapa, dyHTa, BOCKNUUATErbHbIA 3HaK K T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOW NMYHbIE JaHHbIE HA canTax, KOTOpPbIM HE AOBEpAELlb.
aﬂeKTpOHHaﬂ noyTa

OrneKkTpoHHasa no4vta - 3TO TEXHONOrMs W npefocTaBrsieMble €K YCNyrn No Mepechbirike U MNonyyYeHuro
3NEKTPOHHbIX COOBLLEHNI, KOTOpPbIE pacnpenensatTcs B KOMMNbOTEPHON ceTu. OBbIYHO 3MEKTPOHHLIN MOYTOBLIN
AWK BbIMSAMT CriegylowmMm obpasoM: uMs_nonb3oBatend@ums_goMeHa. Takke Kpome nepegadv npocToro
TeKcTa, UMeeTCs BO3MOXHOCTb nepeaasaTh ansibl.

OcHoBHble coBeThbl N0 6e3onacHon paboTe ¢ INEKTPOHHOW NOYTOMN:

1. Hapo BbIOpaTb npaBWibHbIA MOYTOBLIN CepBUC. B MHTEpHeTe eCcTb OrpoMHbI BblGOp GecnnaTHbIX
MOYTOBBLIX CEPBMCOB, OOHAKO fy4lle JOBEPATb TEM, KOrO 3HAELb U KTO NEPBbLIV B PENTUHTE;

2. He ykasbiBan B §MYHOM MOYTEe NWNYHYO uHdopmaumio. Hanmpumep, nydwe BbibpaTb
"My3blkanbHbIn_haHaTt@" nnn "pok2013" BmecTo "Temal3";

3. Vcnonb3yit AByxaTanHyl aBTopu3aumio. OTO Korga noMMMO Napons HYXXHO BBOAMTb koA, NpUCbINiaeMbli
no SMS;

4. Bbibepu crioxHbIn naponb. [ns kaKgoro noyYToBOro SLMKa AOJDKEH OblTb CBOW HAOEXHbIA, YCTOMUYUBBIN K
B3MOMY Naponb;

5. Ecnn ecTb BO3MOXXHOCTb HanucaTb camMmomy CBOW NUYHbIN BOMpocC, MCI'IOJ'Ib3yI7I 3Ty BOSMOXXHOCTb;
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6. Vcnonb3yin HECKONBbKO MOYTOBBIX ALWMKOB. [1epBbIv 4Ns YacTHOW NEpPEnncKkM ¢ agpecatamu, KOTOpPbIM Thbl
JoBepsielllb. ATO ANEKTPOHHbIV aApec He HAA0 UCNOoNb30BaTh NPU perncTpaunm Ha opymax 1 camTtax;

7. He oTkpbiBan cannsl 1 Apyrne BrOXEHUA B NUCbMax, Aaxe eCnv OHW NPULLIM OT TBOMX Apy3en. Jlydwe
YTOYHMW Y HUX, OTNPABMSANN N OHW Tebe aTn dannebl;

8. MNocne okoH4YaHus paboTbl HA MOYTOBOM CEpPBUCE NMepen 3akpbiTUEM BKNagKkM ¢ canToM He 3abyab HaxaTtb
Ha "Bbiitn".

Knbep6ynnuHr unu BupTyansHoe nsgeBateribCTBO

KubepbynnuHr - npecrnegoBaHne cooblieHnsiMu, coaepXalluMMm OCKOpOneHusi, arpeccuio, 3anyrvBaHue;
XYNUraHcTBO; coumansHoe GONKOTMPOBAHME C MOMOLLbIO Pa3fNNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kMbepbynrMHrom:

1. He 6pocaricsa B 6oi. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, €CNN HET TOro, K KOMY MOXHO
obpaTtuTbCH, TO BHavane ycnokoutbcs. Ecnu Tl HauHelWb oTBeYaTh OCKOPONEeHNAMN Ha OCKOpbNeHns, To TOMNbKO
ewle 6onblue pasoxokellb KOHQMMWKT;

2. Ynpasnsan csoen knbeppenytaumen;

3. AHOHMMHOCTb B CETU MHUMaA. CyIJJ,eCTBYIOT cnocobbl BbISICHUTb, KTO CTOMT 3@ @HOHMMHbIM AKKayHTOM;

4. He cTtouT Bectu xynuraHckui obpas BMpTyanbHOW xu3HWU. MIHTepHeT dukcmpyeT Bce TBOW OENCTBUS U
coxpaHseT ux. Yaanutb ux 6yaeT KpanHe 3aTpyaHUTENbHO;

5. Cobnitogai cBot BMPTyarnbHYH YeCTb CMOSOAY;

6. VrHopvpyn eauHuyHbin HeratuB. OgHOpasoBble OCKOPOMTENbHbIE COOOLIEHMS Ny4lle WrHOpUpOoBaTb.
OO6bIYHO arpeccus NpekpaLlaeTcs Ha HavanbHON CTaauu;

7. BaH arpeccopa. B nporpammax oBMeHa MrHOBEHHbIMW COOOLUEHWSIMU, B COUMAnbHbIX CETSIX €CTb
BO3MOXHOCTb BITOKMPOBKM OTNpaBKM COOGLLEHUI C ONpeAeNieHHbIX aapecos;

8. Ecnu Tbl cBMAaeTenb knbepOynnuHra. TBOU AeNCTBUS: BbICTYNUTbL NPOTUB NpecreaoBaTensi, nokasaTtb emy,
YTO ero AenCTBUS OLEHMBAKOTCS HEraTMBHO, MOAAEPXKaTb XEepTBY, KOTOPOW HYXHa NCUXONornyeckasi nomMoLp,
COOBLLUUTL B3POCTbIM O haKTe arpeCCMBHOIO NOBEAEHUSI B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapTdoHbI M NaHWeTbl cogepkaT B cebe BronHe B3poChbii ddyHKUMOHAN, U Tenepb OHU
MOTYT KOHKYpPUPOBaTb CO CTaLMOHapHbIMK KoMnbloTepamu. OHako, CpeacTsB 3aluThl AN NoAoGHbLIX YCTPOWCTB
noka o4yeHb mMano. TecTupoBaHME U NMOUCK YA3BUMOCTEN B HUX MPOUCXOAMUT He Tak MHTEHCUBHO, kak ans MK, To xe
camoe KacaeTcsl U MOBUIbHbIX MPUIMOXKEHWA.

CoBpeMeHHble MOOWnbHble 6Gpay3epbl  YKe MpakTUYecku [OorHanuM HacTombHble aHamnory, oaHako
paclumpeHue yHKLMOHana BrneyYeT 3a cob6oi GOMbLLYH CIIOXHOCTb Y MEHbLUYHO 3aLUMLLEHHOCTb.

[aneko He Bce npon3BoanTenn BbIMYCKaKOT 0obOHoBNEHUS, 3aKpbiBawWMe KpUtn4vyeckme yAa3BuUMOCTU Ond
cBOuUX yCTpOVICTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOBUNBHOMO Teﬂe(bOHaZ

Huyero He sBnseTtcs no-HacToslwemy GecnnatHbiM. Byab OCTOpoXeH, Bedb Korga Tebe npegnaratoT
GecnnaTHbIi KOHTEHT, B HEM MOTYT BblTb CKPbITbI Kakue-To NnaTHble YCryru;

Odyman, npexge 4yem otnpasute SMS, ¢doTo nnm Buaeo. Tbl TOYHO 3Haellb, rae OHW B6yayT B KOHEYHOM
ntore?
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Heobxoaumo oOHOBNATH ONEpPaLUOHHYK CMCTEMY TBOETO CMapTdOHa;
Mcnonb3yi aHTUBMPYCHbIE NporpamMmmbl 45151 MOBMNbHBIX TENeOHOB;

He 3arpyxai npunoXeHWss OT HEU3BECTHOrO MWCTOYHMKA, BeOb OHWM MOryT cofepaTb BPEAOHOCHOE
nporpaMmmHoe obecnedeHue;

[Mocne Toro kak Thbl BblAELb C canTa, rae BBOAWUM NUYHYK MHOPMaLUMIo, 3anam B HacTporikn bGpaysepa n
yaanu cookies;

Mepuropgmnyeckn NpoBepsiv, kKakne NraTHble YCIyrn akTUBMpPOBaHbI HA TBOEM HOMEPE;
[aBan cBon Homep MOBUIBLHOrO TenedoHa TOMbKO NI0AAM, KOTOPbIX Thl 3HAELUb U KOMY AOBEpPSELLb;
Bluetooth gomkeH 6bITb BbIKITIOYEH, KOraa Thl UM He nornb3yellbesi. He 3abbiBan nHorga npoBepsiTh 3TO.

Online urpbl

CoBpeMeHHbIE OHMAaNH-UrPbl - 3TO KPaCOYHble, 3axBaTblBaloWUe pasBreyYeHusi, OObEeAMHSIOLUME COTHU
TbiCSI4 YenoBek no Bcemy mupy. Urpoku mccreayloT AaHHbIi UM MUp, obliarTcs Apyr C APYroM, BbIMOSHSOT
3a[laHusl, CpaXaloTCsl C MOHCTPaMU 1 MOJy4atoT onbIT. 3a YOOBONbCTBME OHM MNATAT: MOKYNaloT AWUCK, ONnadynBaroT
aboHeMeHT unu npruoGpeTaloT KakmMe-To Onumm.

Bce atm cpeactea vayT Ha noAadepXaHuMe M pasBuMTME Urpbl, a Takke Ha caMy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCS CUCTEMbI aBTOpPU3aLMK, BbIMyCKAlOTCA HOBble MaTyM (LUMppOBbLIE 3annaTku Ons nporpamm),
3aKpbIBAOTCS YSI3BUMOCTU CEPBEPOB.

B nogobHbIx nrpax CTtouT onacaTtbCA HE CTOJIbKO CBOMX COMNEPHUKOB, CKOJIbKO KpaXXu TBOEro naposid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusauunm SonblUMHCTBA nrp.

OcHoBHble coBeTbI MO 6e30MacHOCTV TBOEIo UrPOBOro akKayHTa:

1. Ecnu apyroi urpok BefeT cebs nroxo unu cosgaeT Tebe HenpusiTHOCTW, 3abroKMpyin ero B CCKe
UrPOKOB;

2. Moxanynca agMUHUCTpPATOPaM Mrpbl Ha MNIOXOe MOBEeAEHWe 3TOr0 Urpoka, KenaTenbHO MPUIOXUTb
Kakue-To JoKkasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nnuHyto nHcopmauuio B npodanne urpbl;
4. YBaxain gpyrux y4acTHUKOB Mo Urpe;

5. He yctaHaBnuBan HeodumumanbHble naTyv U Moabl;

6. Vicnonb3yi CrnoxHble 1 pasHble naponu;

7. Oaxe BO BpeMsi Urpbl He CTOWUT OTKMOYaTb aHTMBMpYC. lMoka Tbl Urpaelb, TBOW KOMMbKOTEP MOryT
3apasuTb.

PUWKHF unun KpaXxa NMUYHbIX AaHHbIX

OObIYHOM Kpakel [eHer W [OOKYMEHTOB CErofHs Y& HUKOrO He YyOuBUlIb, HO C pasBUTUEM
WHTEPHET-TEXHOSOMIA 3MOYMBbILLNIEHHUKN NEPeMecTUnUCL B UHTEPHET, U NpoAoKalT 3aHuMaTtbes "nobumbim”
OEroMm.

Tak nosiBuNacb HoBas yrpo3a: MHTEePHET-MOLUEHHUYECTBA UNN (PULLKHF, rNaBHas Uenb KOTOPOro COCTOUT B
nosly4eHnn KoHpuaeHumanbHblX AaHHbIX MOfb3oBaTenen - fnorMHoB M naponen. Ha adHrnuinckom asbike phishing
yntaetcsa kak omwumHr (ot fishing - ppibHast noens, password - naponb).
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OcHoBHble coBeTbl N0 bopbbe ¢ hULLIMHIOM:

1. Cneawn 3a cBouM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOA aHkeTa Obina B3noMmaHa, To Heobxoammo
3abnokMpoBaTh €€ 1 COOOLLMTbL agMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO CKOPEE;

2. MCﬂOﬂbSyVI Oe3onacHble Be6-calTbl, B TOM YnCIe, MHTEPHET-MarasmHoB U NMOUCKOBbIX CUCTEM;

3. Vicnonbayihi cnoxHble 1 pasHble naponu. Takum obpasom, ecnu Tebs B3NOMaloT, TO 3NOYMbILLEHHWKN
nonyyat AOCTYn TOMNbKO K OAHOMY TBOEMY MPOOUIIo B CETU, @ HE KO BCEM;

4. Ecnn Tebs B3nomanu, To Heobxoanmo npegynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOopble fobaBneHbl y Tebs
B OpYy3bsX, O TOM, YTO Tebs B3nOManu 1, BO3MOXHO, OT TBOEro MmMeHn ByaeT paccbinatbCs Cnam M CCbINKU Ha
PULLINHIOBbIE CaThl;

5. YctaHoBu HagexHblv naponb (PIN) Ha MOBUnbHLIN TenedoH;
6. OTknoum coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan hannsl u gpyrve BNOXEHUs B NMCbMax, gaxe eCrnv OHW MpULnu OT TBoMX Apy3en. Jlydwe
YTOYHW Y HUX, OTMPAaBNSANM N OHW Tebe aTn dannsl.

LindpoBas penyTtauus

LindbpoBas penytaums - 370 HeraTMBHas UnNun NO3nTMBHas nHdopmauns B cetn o Tebe. KomnpomeTtupytowlas
nHdOopMaLms, pasMeLLeHHas B MHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTpasvTbCsl HA TBOEW pearibHON XWU3HW.
"Undposas penytaumsa” - 310 TBON UMUK, KOTOPLIN hopMmupyeTcst u3 nHdopmMaumm o Tebe B MHTEPHETE.

TBOE MECTO XWTenbCTBa, yqe6b|, TBOE (*)VIHaHCOBOG nonoxeHune, ocobeHHoCTn Xapaktepa U pacckasbl O
ONn3KMX - BCe 3TO HakannMBaeTcs B CEeTU.

MHorve nOApPOCTKM NErkOMbICNIEHHO OTHOCATCA K nybnukaummM nudHoW uHdopmaumm B WHTepHeTe, He
NOHMMasi BO3MOXHbIX NOCNeacTBUn. Thl Jaxe He CMOXellb Aoragatbecs 0 TOM, YTO doTorpadus, pasmelleHHas 5
neT Hasaf, cTana NpUYMHON OTKasa NpUHATL Tebs Ha paborTy.

KommeHTapun, pasmelleHne TBoux doTorpadpuin n gpyrme AencTBUa MOryT HE UCHE3HYTb Jaxe nocrne Toro,
Kak Tbl MX yganuwb. Tbl He 3HaelWb, KTO COXpaHun 3Ty nHdopmauumio, nornana M oHa B MOUCKOBbIE CUCTEMbI U
COXpaHWnach N OHa, a rMaBHOoe: YTO MOAYMAalOT O Tebe OKpyKatoLLme Noan, KOTopble HanayT U yBuaaT ato. Hantm
NMHGOPMALIMIO MHOTO MET CNYCTA CMOXEeT fobon - kak M3 Aobpbix NobyKAeHUn, Tak N C HaMepeHeM NPUYUHUTL
Bped. OTO MOXeT ObITb KTO YrogHO.

OcCHOBHble COBETbI MO 3aLLMTe LMGPOBON penyTaumm:
1. MNogyman, npexae Yyem 4To-TO Ny6nuKoBaThb U Nepenaeath y cedsi B 6riore unun B coumansHON ceTy;

2. B HacTponkax npogunsa ycTaHOBW OrpaHUYeHUs Ha MPOCMOTP TBOEro Npoduna U ero conepXxumoro,

caenaw ero Tonbko "onsa apysen";
3. He pa3mellaii 1 He ykasbiBa MHpOpMaLUIO, KOTOpasi MOXET KOro-nmbo ockopbnaTe unm obmxkatsb.
ABTOpckoe npaBo

CoBpeMEHHble LUKOMbHUKW - akTUBHbIE MOMb3oBaTenu LMdPOBOro npocTpaHcTBa. OgHako Aaneko He Bce
3HAlOT, YTO MONIb30BaHME MHOTMMMM BO3MOXHOCTSMM LudpoBoro Mupa TpebyeT cobniogeHus npaB Ha
WHTENNEeKTyanbHyt0 COGCTBEHHOCTb.

TepMuH "nHTennekTyanbHas COOGCTBEHHOCTb" OTHOCUTCS K pPasfMyHbIM TBOPEHUSIM 4YENTOBEYECKOro yma,
HauyMHas C HOBbIX U3006pEeTeHUn N 3HaKoB, 0603HAYaLLMX COOCTBEHHOCTL HA MPOAYKTLI U YCMyri, U 3akaH4MBas
KHuramu, cotorpadmamm, KWHoubMaMn 1 My3blkarbHbIMU NPOU3BEAEHUSMMU.
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ABTOpCKME MpaBa - 3TO NpaBa Ha WHTENNEKTyanbHY0 COBCTBEHHOCTb Ha NPOM3BEAEHUS HAYKW, NMTepaTypbl
N nckyccTBa. ABTOPCKME NpaBa BbICTYNalT B KAYECTBE rapaHTMKM TOrO, YTO UHTENMEKTyarbHbIN/ TBOPYECKMIA Tpya
aBTopa He ByaeT HanpacHbIM, 4acT eMy CnpaBeAnuBble BO3MOXHOCTU 3apaboTaTth Ha pesynbTaTtax CBOEro Tpyaa,
Mony4nMTb W3BECTHOCTb W npusHaHve. HukTo 6e3 paspelleHuss aBTopa He MOXeT BOCMNpPOM3BOAUTL €ro
npousBeaeHne, pacnpocTpaHaTb, NYOGNNYHO AEMOHCTPUMPOBATL, NpodaBaTtb, UMMNOPTMPOBATL, MyckaTb B MPOKaT,
ny6rMYHO MCNOMHATL, NOKa3bIBaTL/UCNONHATL B 3dhupe unv pasmeLLaTs B IHTepHeTe.

Mcnonb3oBaHue "I'Il/lpaTCKOI'O" nporpaMmMHOro obecrneyeHnss MoxeT npmnBectTn K MHOrMM puUCkam: OT NnoTepu
OaHHbIX K TBOMM akkayHTaMm OO0 6J'IOKI/IpOBKI/I TBOEro yCTp0I7ICTBa, rae yCrtaHoBlieHa HeneranbHaa nporpamMmma. He
CTOUT Takxke 3abbiBaTb, YTO CyLWEeCTBYIOT NneranbHble U SecnnaTHble nporpamMmmsbl, KOTOpble MOXHO HaWTK B CETU.

O nopTtane

CeTteBu4yoK.pd - TBOW rMaBHbIA COBETYMK B CeTU. 34eCb Tbl MOXeEWb Yy3HaTb O 6e3omacHOCTU B CeTu
MOHATHBLIM M AOCTYNHBIM S3bIKOM, @ NMPU BO3HUKHOBEHMMN KPUTMYECKOW CMTyaunm obpaTntbCs 3a coBeTOM. A Takke
MPUHATL y4acTue B KOHKypcax v cTaTb caMbiM LMGPOBLIM rpaxkgaHNHOM!

MpunoxexHne N 3

NAMSATKA Ons POOUTENEN OB UHOOPMALIMOHHOM BE3OMNACHOCTU AETEN

OnpepgeneHne TepMuHa "MHdoOpMaunoHHas 6e3onacHocTb aeten” cogepxutcs B degepanbHoM 3akoHe N
436-03 "O 3awmute geten oT MHMOPMaLMM, NPUHUHSAIOWEN Bped WX 340POBbI0 U pasBUTUIO", PErynmpyroLnm
OTHOLLEHUS, CBA3aHHbIE C 3aLlUUTON AeTen OT nHdopMaLmmn, NPUYNHSAIOLWEN Bpe UX 300POBbI0 U (M) pasBUTHIO.
CornacHo gaHHOMY 3akoHy "WMHdopMaumoHHas 6e30nmacHOCTb AeTen" - 3TO COCTOSIHME 3alUULLEHHOCTU, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C MPUYMHEHNEM MHAOPMaLUen Bpeda Ux 340pOoBbI0 U (Mnn) usnyeckomy,
NCUXMYECKOMY, JYXOBHOMY, HDAaBCTBEHHOMY Pa3BUTUIO.

B cuny ®egepanbHoro 3akoHa N 436-®3 nHdopmaumen, NpuYnHAIOLWEN Bpes 340POBbLI0 U (MNK) pasBUTUIO
AeTen, aBngaeTcs:

1. HbopmaLms, 3anpeLleHHas Ans pacnpocTpaHeHnsa cpeav aeTein;

2. vHdopmMauus, pacnpocTpaHeHWe KOTOpPOM OrpaHWyeHO Cpeau AeTen onpeferieHHbIX BO3PacTHbIX
KaTeropumn.

3. K nHpopmaumm, 3anpeLLeHHon ons pacnpocTpaHeHust cpeau AeTen, OTHOCUTCS:

4. vHdopMauusd, nobyxparowas geTen K COBEepLUEeHWN0 AEWNCTBUW, NPEACTaBMsSloWNX Yyrpo3y UX XU3HU U
(vnu) 300poBbIO, B T.4. NPUYMHEHMNIO Bpea CBOEMY 300POBbI0, CaMOyOuINCTBY;

5. cnocoGHOCTb BbI3BaTb y AeTel XKenaHue ynotpebuTb HapkoTUYeckue cpefcTBa, NCUXOTPOMHbIe U (M)
oAypMaHuBalolLiMe BellecTBa, TabauyHble M34enusi, anKorofibHY M CMMPTOCOAEPKaLlyld MPOAYKUWIO, MUBO W
HanuTKW, M3roTaBfMBaeMble Ha €ro OCHOBE; MPUHSATb y4acTue B a3apTHbIX Urpax, 3aHMMaTbCs MPOCTUTYLMEN,
OpOAsPKHUYECTBOM MW NOMPOLLARHUYECTBOM;

6. obocHoBbIBawLWasas wnu onpasAbiBalollasi [OMNYCTUMOCTb Hacunusa M (MnM)  XKECTOKOCTM  Imbo
nobyxaatoLlas ocyLLeCTBATb HACUIBCTBEHHbIE OENCTBUSA MO OTHOLLIEHUIO K NIIOAAM U XKUBOTHbIM;

7. oTpuuatowlas ceMeiHble LEHHOCTU U hopMUpyIoLLas HeyBaXeHUe K poauTensm u (Mnu) gpyrum yneHam
cemby;

8. onpasabiBatoLlasi NPoTMBOMNPaBHOE NOBEAEHUE;
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9. cogepkallasi HeLleH3ypHyto 6paHb;
10. cogepkaluasa nHpopmaumo NnopHorpadmnyeckoro xapakrepa.

K wvHdopmMaumn, pacnpocTpaHeHWe KOTOPOM OrpaHW4eHO Cpeau [nOeTell OonpedenieHHoro Bo3pacTa,
OTHOCMUTCA:

1. Hopmauus, npeacTaBsnsemasi B Buae n3obpaxeHus unm onucaHus XecToKoCTu, omandeckoro n (unm)
NMCUXMYECKOr0 HacuUnusi, NPECTYNIIEHNS UM MHOTO aHTUOOLLECTBEHHOIO AENCTBIS;

2. BbI3blBaOWAA y AeTen CTpax, yXac WM naHuky, B T.4. NpeAcTaBnsemMas B Buae n300paxeHus wnu
ONUCaHUA B YHWXaIOLWENn YernoBevyeckoe [OCTOMHCTBO (OpPME HEHacUnNbCTBEHHOW cMepTun, 3aboneBaHus,
camoybuincTea, HeCYaCTHOrO Criyyas, aBapumn unu KatactTpodbl 1 (UNKN) X NOCNEACTBUN;

3. npencraendemas B BuAE U300pPaXEHUS UMM ONUCAHUSA MOMOBbIX OTHOLUEHUA MEXAY MYXYMHON U
>KEHLLMHOMN;

4. copgepxallas GpaHHbIe CIoBa U BblpaXkeHWsl, He OTHOCALLMECS K HELleH3YPHOW BpaHu.

C yyetom atoro Bam npegnaraioTtcs npasuna paboTtbl B cetn VHTepHeT Ana pasnuuHbiX BO3PaCTHbIX
KaTeropun, cobnogeHne KoTopbix NO3BONUT obecnevnTb MHPOPMaLNOHHY Be30nacHOCTb BalUnX AeTEN.

O6Lwwme npaBuna ans pogutenemn

1. HesaBucumo ot Bo3pacTta pebeHka Mcnosb3yiTe nporpaMMHoe obecrneyeHre, noMmoratollee punbTpoBaThb
N KOHTPONMPOBATL MHGOPMAaLMIO, HO He nonaraiTecb NOJIHOCTbIO Ha Hero. Balle BHUMaHWe K pebeHKy - rmaBHbIi
MeTOA 3aLUMnThI.

2. Ecnn Baw peGeHOK MMeeT akkayHT Ha OAHOM M3 coumanbHbix cepsucoB (Livedournal, blogs.mail.ru,
vkontakte.ru n T.M.), BHUMaATENbHO N3y4YnTE, KaKkyto MHOPMaLMIO NMOMELLAIOT ero Y4aCTHUKM B CBOMX NPOMuUnsax u
6rorax, Bkntoyas otorpacdum n Bugeo.

3. lNpoBepbTe, C KaKMMXM APYrMMU CanMTamu CBSi3aH coumanbHbi cepBuc Bawero pebeHka. CTpaHU4ku
Bawero pebeHka moryT ObiTb 6e30nacHbIMU, HO MOTYT M COAEPXaTb CCbIMIKN Ha HeXXenaTenbHble 1 ONacHble CanThbl
(HanpvmMep, NOPHOCANT, UNWN CaNT, Ha KOTOPOM ApYr YNOMUHAET HOMep COToBOro TenedoHa Bawero pebeHka unm
Baw pomaluHum agpec)

4. Moowpsante Bawwux geten coobwatb 060 BCEM CTPaAHHOM WM OTTaNKUBAKOLWEM U HE CIIULLKOM OCTPO
pearnpynTte, korga oHV 3To AenatoT (M3-3a ornaceHust NoTepsTb JOCTYN K VIHTepHETY AeTn He roOBOPAT poanTensam
0 npobremax, a Takke MOryT HayaTb UCMOMb3oBaTb VIHTEepHeT BHe 4OMa U LLKOIbI).

5. bByabTe B Kypce ceTeBoM xu3Hu Bawero pebeHka. IHTepecynTech, KTO nx Apy3bsa B VIHTEpHET Tak Xe, Kak
NHTEpecyeTeChb peanbHbIMU OPY3bSMU.

Bo3spacTt ot 7 go 8 net

B WHTepHeTe pebeHok cTapaeTcs nMoceTuTb Te€ UMW UHble CalTbl, @ BO3MOXHO W YaTbl, paspelieHne Ha
noceLleHne KOTOpbIX OH He nonydmn 6bl OoT poauTtenen. Moatomy poamtensim ocobeHHO mnonesHbl byayt Te
OT4eTbl, KOTOpble NPedoCTaBNSATCA nNporpaMMamMu MO OrpaHWYeHMI0 Ucnonb3oBaHusa WHTepHeTa, T.e.
PoanTtenbckuin KOHTPONb UM TO, YTO Bbl CMOXETE yBMOETb BO BPEMEHHbIX davinax. B pesynbrtaTte, y pebeHka He
OydeT owyLlleHns, YTO 3a HUM BeOeTCH MOCTOSHHbBIA KOHTPOMb, OAHAKO, poauTenu bygoyT no-npexHemy 3HaTb,
Kakue caunTbl nocewaetr ux pebeHok. [leT B AaHHOM Bo3pacte obnagatoT CUMbHbIM YYBCTBOM CEMbU, OHU
OOBEPYMBLI M HE COMHeBatoTCsl B aBTopuTeTax. OHM nobOAT urpaTb B CETEBble WUrpbl M MyTELECTBOBATbL MO
VHTepHeTY, UCNOoNb3ysa 3NEKTPOHHYIO NMOYTY, 3aX0AUTb Ha CalTbl U YaTbl, HE PEKOMEHAOBaHHbIE POAUTENSMM.

CoBeTbl No 6e3onacHocTU B ceTu MHTepHeT ana aeten 7 - 8 net

1. Cosparite cnucok AoMallHUX npaBun nocelleHus WHTepHeTa npu yyactum aetern m Tpebyinte ero
BbINOMHEHWS.
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2. TpebywiTte ot Bawero pebeHka cobnogeHns BpeMEHHbIX HOPM HaxoXAeHUs 3a KOMMboTepoMm. Mokaxnte
pebeHky, 4to Bbl HabnogaeTe 3a HUM He NoToMy 4YTO Bam aTo xoueTtcd, a notomy 4to Bbl 6ecnokonTtech 0 ero
6e3onacHOCTU 1 BCeraa rotosbl €My MOMOYb.

3. KomnbloTep ¢ nogknoyeHnem k VIHTepHeTy JOMmKeH HaxogouTbCa B oblieri KOMHate nog MpUMCMOTPOM
poauTenen.

4. MCﬂOﬂbSyIZTe cneunanbHble OeTCKne NonckoBble MaLLUNHbI.

5. MCI'IOJ'Ib3yl7ITe cpeacTtea 6J'IOKI/IDOBaHI/IF| HeXenaTtenbHOro KOHTeHTa KakK AOMNOJIHeHWe K CTaHO4apTHOMY
PO,EI,I/ITeJ'IbCKOMy KOHTPOJIO.

6. CosgaiiTe ceMelHbIi aNeKTPOHHbIN ALWKK, YTOGbI He NO3BONUTL AeTAM MMeTb COBCTBEHHbIE aapeca.

7. Bnokupynte goctyn k caWTam c BecnnaTHbIMW MOYTOBBLIMW SALMKAMMU C MOMOLLBIO COOTBETCTBYIOLLErO
nporpammHoro obecneveHus.

8. MNpuyunte geten copeToBaTbCcs ¢ Bamu nepepn onybnukoBaHMeM Kakon-nvbo MHGopmauun cpeactBamm
3NEKTPOHHON MOYTbI, YaTOB, PErMCTPALMOHHBIX (OOpM 1 Npodunen.

9. Hayunte pgeTten He 3arpyxaTtb hannbl, nporpammbl UM My3biky 6e3 Ballero cornacus.
10. He paspeluarite AeTM UCNONb30BaTb CyX0bl MTHOBEHHOrO 0OOMeHa CcoobLLeHnsaMM.

11. B "Genbin" cnucCok CaWToB, paspelleHHbIX ANs MOCeLeHns, BHOCUMTE TOMbKO CaWTbl C XOPOLUEW
penyTaumen.

12. He 3abbiBaviTe 6ecenoBatb ¢ AeTbMu 06 X Apy3bax B VIHTepHeTe, kak ecnv 6bl peyb Lwna 0 Apy3bsx B
pearibHOWN XU3HMU.

13. He penawite "taby" n3 BONpoCcoOB NOSIOBOW XWU3HW, TaK kak B IHTepHeTe geTn MOryT nerko HaTKHyTbCs Ha
nopHorpaduio unm canTsl "gnsa B3pocnbix”.

14. Mpuyuute Bawero pebeHka coobliaTe Bam 0 nobbIX yrposax unu Tpesorax, CBA3aHHbIX ¢ IHTepHeToM.
OcTaBanTecb CMOKOWHBIMW U HanoMHWUTE OeTsM, YTO OHM B 6e30nacHOCTK, ecrivm caMu pacckasanu Bam O CBOMX
Tpesorax. [loxBanuTe nx n NocoBeTynTe NOAOWTM eLle pa3 B NOAOOHbIX Cryyasx.

BospacT geteit ot 9 4o 12 net

B paHHOM BoO3pacTe OeTu, Kak MNpaBuno, yXKe HacrblwaHbl O TOM, Kakasg WHdopMauunsa cyllecTByeT B
WHTepHeTe. COBEPLUEHHO HOPMAribHO, YTO OHU XOTAT 3TO YBMAETb, MPOYECTb, ycnbiwaTtb. [py 3TOM HYXHO
NMOMHWUTb, YTO OOCTYN K HEeXenaTemnbHbIM MaTtepuanaMm MOXHO nerko 3abrnokupoBaTb MpyM MOMOLLUWM CPeacTs
Poantenbckoro KOHTpons.

CoBeTbl No 6e3onacHocTy Ana geten ot 9 oo 12 net

1. Cosgante cnuCoK AOMallHMX NpaBun noceweHust WHTepHeT npu ydactum pgeten un Tpebynte ero
BbINOSTHEHUS.

2. TpebynTte ot Bawero pebeHka cobnogeHnss HOPM HaxXoXOEHNS 3a KOMMbIOTEPOM.

3. HabnopaiTte 3a peGeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKaXuTe emy, 4To Bbl GecrnokouTecb O ero
6e30nacHOCTU 1 Bceraa roToBbl OkasaTb eMy NOMOLLb.

4. KomnbloTep € nogkntoveHnemM B WMIHTEPHET JOIMKeH HaxoauTbCsl B 0OWen koMHaTe nog npucMOTPOM
poguTtenen.

5. Vcnonbaynte cpeactsa GMOKUMPOBaHMA HexenaTenbHOro KOHTEHTa Kak [OMONHeHWe K CTaHOapTHOMY
PoantensckomMy KOHTPOSHO.

KOHcyanaHTI'Imoc www.consultant.ru CtpaHuua 13 n3 15

HageXHas npaBoBas noaaepxkka


http://www.consultant.ru/
http://www.consultant.ru/

<[Mucbmo> MuHobpHayku Poccum ot 14.05.2018 N 08-1184
"O HanpaBneHun nHdopmauumn”
(BmecTe ¢ "MeToanyeckuMn pekomeHgaumnsamu o...

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHust: 25.05.2018

6. He 3abbiBaviTe NnpvHMMaTb HEMOCPEACTBEHHOE y4acTue B XU3HW pebeHka, 6ecegoBaTb ¢ AeTbMU 06 MX
Opy3bsix B VIHTepHeTe.

7. HactanBanTte, 4tobbl AeTW HUKOrA4A He cornallanvch Ha NMYHbIe BCTPEYM C APY3bsiMu Mo VIHTepHeTy.
8. MNo3BonanTe geTsaM 3axoauTb TOMbKO Ha calTbl U3 "6enoro” cnucka, KOTopbI co3aanTe BMECTE C HAMWN.

9. MNpuyynte geTen HUKOrAa He BblAaBaTb JIMYHYO MHOPMaLUMIO cpeacTBaMU SNEKTPOHHOM NOYThI, YaToB,
CUCTEM MIHOBEHHOIro o6MeHa COOOLLEHNSIMU, PETUCTPALMOHHBIX POPM, NMYHBIX NPOUIIEN U NPU perncTpaummn Ha
KOHKypcbl B IHTepHeTe.

10. Mpuyunte OeTen He 3arpyxatb nporpammbl 6e3 Bawero paspelueHunsi. O6bSACHATE UM, YTO OHU MOTYT
Cry4yalHo 3arpy3uTb BUPYCbI UNN APYroe HexenaTternbHoe nporpammHoe oGecrneyeHue.

11. Co3pgante Bawemy pebeHKy orpaHM4eHHy0 y4eTHY0 3anuch Ans paboTbl HA KOMMbIOTEpPE.

12. Mpwnyuute Bawero pebeHka coobLaTb BaM O MobbIX Yrpo3ax UMnu TpeBorax, CBA3aHHbIX ¢ MIHTepHeTOM.
HanomHute getam, 4to oHM B 6@30nacHOCTU, ECrv caMun pacckasanv Bam O CBOMX TPEBOrax 1 ornaceHusx.

13. PacckaxunTe getam o nopHorpadum B VIHTepHeTe.

14. HactanBanTe Ha ToM, 4YTOObl A€TW NPEeAOCTaBsAN BamM OOCTYN K CBOEN 3NIEKTPOHHON MoyTe, YToObI Bbl
y6eannucb, 4To OHKU He OOLLADTCA C HE3HAKOMLLaMM.

15. O6bsACHUTE OEeTsAM, YTO HEenb3s MCNoMb3oBaTh CEeTb AN XYNUraHCTBa, pacnpoCTpaHeHWUs CnreTeH unu
yrpoas.

BospacT aeten ot 13 o 17 net

B atom BO3pacTte NoApOCTKM aKTUBHO MUCMNOJIb3YHOT MOUCKOBbIE MaLLUWHbI, NOJIb3YHTCA 3ﬂeKTp0HHOVl NnoYToNn,
Cﬂy>K6aMVI MrHOBEHHOro obMeHa COOOLEeHUsMKN, cKkavymBatoT MY3bIKY U (bVIJ'IbeI. Manb4nkam B 3TOM BO3pacTe
bonblie no HpaBy CMeTaTb BCE€ OrpaHunyYeHud, OHU XaxayT rpy6oro tOMOpa, a3apTHbIX WUrp, KapTUHOK "ona
B3pOCJ'IbIX". [eBo4kn npeanoynTaroT obwaTbca B vaTax, npn 3TOM OHWU Tropasgo bonee HYyBCTBUTEJIbHbI K
CeKkcCyalibHbIM gOoMOraTesibCTsam B MHTepHeTe.

3avacTylo B JaHHOM BO3pacTe POAMTENSAM yXXe BeCbMa CMOXHO KOHTPONMpoBaTb CBOUX AeTew, Tak Kak 06
MHTepHeTe OHM yxe 3HaloT 3HauuTenbHO Gonblue CBOMX poauTenen. Tem He MeHee, He OTnyckanTe geTen B
"cBobogHoe nnasaHue" no NHTepHeTy. CTapantecb akTMBHO ydacTBOBaTh B 06wweHun pebeHka B NHTepHeTe.

BaxHo no-npexHeMy cTporo cobniwogatbe npaBuna WHTepHeT-6e30MacHOCTM - COrnalleHne  Mexay
poauTenamn n getbMu. Kpome Toro, HeobxoOuMO Kak MOXHO 4alle NpocMaTpuBaTb OTYETbHI O OEATENbHOCTU
neten B VHTepHeTe. CnegyeTr obpatvTb BHMMaHMe Ha HeOOXOOMMOCTb COAepXaHusi poaMTENbCKUX Mnaponen
(naponer agMMHUCTPaTOPOB) B CTPOrOM CEKpeTe M 0bpaTUTb BHUMaHNE Ha CTPOroCTb 3TUX Naposnen.

CoBeTbl N0 Be3onacHOCTU B 3TOM Bo3pacTe oT 13 go 17 net

1. CosganTe cCnuCoK OOMalUHWMX MNpaBun noceweHnsa VHTepHeTa npu ydacTum nMogpoCTKOB U Tpebynte
6e3ycnoBHOro ero BoinonHeHnsi. ObroBopuTe ¢ pebeHKOM CMMCOK 3anpeLleHHbIX caiToB ("4epHbln cnmcok”), Yachl
paboTbl B IHTEepHeTe, pyKoBOACTBO MO 06LLEeHMI0 B VIHTEpHETE (B TOM Ynche B YaTax).

2. KomnbtoTep ¢ NoaknioveHnemM k cetm IHTEpHET OOMMKEH HAaXO4MTbLCS B OOLLEen KOMHaTe.

3. He 3abbiBante OecepoBatb ¢ geTbMu 00 uX Opy3bsix B VIHTEpHETe, O TOM, YEM OHM 3aHSTbl TaKUM
obpa3om, ByaTo pedb naeT o Apysbsix B pearnbHON XunsHu. CnpalwuvBante o Moasx, C KOTopbiMU AeTU obLiarTcs

nocpeancTtesom CJ'Iy)K6 MrHOBEHHOro obMeHa coobLEHNSMU, YTOObI yGGD,I/ITbCFl, YTO 3TKN Nogn UM 3HaKOMblI.

4. Wcnonb3yihte cpeacrtBa GnokuMpoBaHUsS HexernaTtenbHOro KOHTEHTa Kak AOMOMHEeHWe K CTaHOapTHOMY
PoantensckomMy KOHTPOSHO.
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5. HeobxogMmo 3HaTb, KakMMuM 4aTamu nonb3ytotca Bawwm getn. Tlloowpsnte umcnonb3oBaHue
MOoLEepupyeMbIX YaTOB M HacTamBanTe, YTobbl AeTK He 0bLWannch B NPUBaTHOM peXnMe.

6. HactanBaiTe Ha TOM, 4TOObI AETW HUKOrAA HE BCTPEYanucb NIUYHO € Apy3baMu U3 ceTu VIHTepHeT.

7. Mpuyunte geTer He BblgaBaTb CBOK NMYHYK MHAOPMaLMIO cpeacTBaMu 3MEKTPOHHOW MOYTbl, 4YaToB,
CUCTEM MIHOBEHHOro 0OMeHa CoobLLEHNSIMU, PErUCTPaLMOHHBIX OPM, NMNYHBIX Npodunent n Nnpu perncTpauum Ha
KOHKypCbl B IHTepHeTe.

8. Mpuyunte pgeten He 3arpyxaTb nporpammbl 6e3 Bawero paspelweHus. O6bACHUTE UM, YTO OHU MOTYT
CryYavHO 3arpy3uTb BUPYCbl UM Apyroe HexenaTenbHoe nporpaMMHoe obecneveHue.

9. MNpuyunte Bawero pebeHka coobwate BamM 0 NoObIX yrpo3ax unu Tpesorax, CBA3aHHbIX C VIHTepHeToM.
HanomHuTe getam, 4To OHM B Ges3onacHOCTM, ecnu camu pacckasanum BaM, O CBOMX Yrpo3ax unu Tpesorax.
[MoxBanute ux n NOCOBETYNTE NOAONTM eLle pa3 B Nog40OHbIX criyyasix.

10. Pacckaxute getam o nopHorpacdum B WHTepHeTe. Momormte MM 3awmtuTbcs OT cnama. Hayuute
MOOPOCTKOB He BbldaBaTb B VIHTepHeTe CBOEro peanbHOro 3NEeKTPOHHOrO afgpeca, He oOTBevyaTb Ha
HexxenaTernbHble NMCbMa M UCMONb30BaTh CrneunanbHble MOYTOBbIE (UNBLTPHI.

11. Mpuy4ynte cebs 3HAKOMUTBLCA C cCanTamu, KOTOpble NoceLlatT NOAPOCTKN.

12. Hayunte geten yBaxaTb Opyrux B UHTEpHETE. Y6eauTech, YTO OHWU 3HAKOT O TOM, YTO MpaBusia XopoLUuero
noBefeHWs OEACTBYIOT Be3ae - AaXe B BUPTyallbHOM MUpe.

13. OObsicHUTE [eTaM, YTO HM B KOEM clyyae Henb3s ucnomnb3oBatb CeTb AN XynuraHcTea,
pacnpocTpaHeHUs CNeTeH UNN yrpo3 ApYriM NioasiM.

14. Obcyaute ¢ nogpocTkaMmm npobrnembl CETEBbIX a3apTHbIX UMP U UX BO3MOXHBIN puck. HanomHute, yuTo
AETN He MOTryT UrpaTb B 3TW UrPbl COTMAcHO 3aKOHY.

lMocTosHHO KOHTponupynTe ucnonb3oBaHne NHTepHeTa Bawnm pebeHkom! BT0 He HapyLleHne ero NMYHOro
NPOCTPaHCTBA, a Mepa NPea0CTOPOXHOCTM 1 NposABneHne Balwien pogmMTenbckon OTBETCTBEHHOCTM M 3a60ThlI.
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